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Abstract. Unsolicited commercial email, commonly known as spam,
has become a pressing problem in today’s Internet. In this paper we
re-examine the architectural foundations of the current email delivery
system that are responsible for the proliferation of email spam. We ar-
gue that the difficulties in controlling spam stem from the fact that the
current email system is fundamentally sender-driven and distinctly lacks
receiver control over email delivery. Based on these observations we pro-
pose a Differentiated Mail Transfer Protocol (DMTP), which grants re-
ceivers greater control over how messages from different classes of senders
should be delivered on the Internet. In addition, we also develop a formal
mathematical model to study the effectiveness of DMTP in controlling
spam. Through numerical experiments we demonstrate that DMTP can
effectively reduce the maximum revenue that a spammer can gather;
moreover, compared to the current SMTP-based email system, the pro-
posed email system can force spammers to stay online for longer peri-
ods of time, which may significantly improve the performance of various
real-time blacklists of spammers. Furthermore, DMTP provides an incre-
mental deployment path from the current SMTP-based system in today’s
Internet.
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1 Introduction

Unsolicited commercial email, commonly known as spam, is a pressing problem
on the Internet. In addition to undermining the usability of the current email
system, spam also costs industry billions of dollars each year [7, 19]. In response,
the networking research and industrial communities have proposed a large num-
ber of anti-spam countermeasures, including numerous email spam filters [9, 17],
sender authentication schemes [3, 14], and sender-discouragement mechanisms
(to increase the cost of sending email such as paid email) [8, 12]. Some of the
schemes have even been extensively deployed on the Internet. On the other hand,
despite these anti-spam efforts, in recent times the proportion of email spam seen
on the Internet has been continuously on the rise.



1.1 Why Is It so Hard to Control Spam?
The current email system uses the Simple Mail Transfer Protocol (SMTP) to
deliver messages from a sender to a receiver [13]. While simple, such a system also
provides an ideal platform for spammers to act as parasites. It is our contention
that, in order to effectively control spam, we must design and deploy an email
delivery system that can proactively resist spam in the first place. As a first step
toward this goal, in this paper we examine the architectural aspects of the current
email system that are responsible for the proliferation of spam. We propose a
Differentiated Mail Transfer Protocol (DMTP) that attempts to overcome these
limitations based on the following three key insights.

Moving to a receiver-driven model: First, the current email system is fundamen-
tally sender-driven and distinctly lacks receiver control over the message delivery
mechanism. For example, in the current SMTP-based email system, any user can
send an email to another at will, regardless of whether or not the receiver is will-
ing to accept the message. In the early days of the Internet development, this
was not a big problem as people on the network largely trusted each other. How-
ever, since the commercialization of the Internet in the mid-1990s, the nature of
the Internet community has changed. It has become less trustworthy, and the
emergence of email spam is one of the most notable examples of this change.
In order to effectively address the issue of spam in the untrustworthy Internet,
we argue that the email architecture should provide receivers with greater control

over if and when a message should be delivered to them.

Eliminating economy of scale: Secondly, volume is the most crucial factor in
making email spam a profitable business. In order to squeeze spammers out of
business, we must eradicate the economy of scale they rely on. However, in the
current email system, the sending rate of spam is, to a large extent, only con-
strained by the processing power and network connectivity of spammers’ own
mail servers, of which the spammers have complete control. Nowadays, with
increasingly-powerful (and cheaper) PCs and ubiquitous high-speed Internet ac-
cess, spammers can push out a deluge of spam within a very short period of
time, making spamming profitable because of the economy of scale. We contend
that the email architecture should intrinsically regulate the sending rate of emails

from individual senders, ideally under the control of email receivers, in order to
restrain spam.

Increasing accountability: Lastly, the current email system makes it hard to
hold spammers accountable for spamming. Spammers can vanish (go offline)
immediately after pushing a deluge of spam to receivers, which can be done
within a very short period of time. This makes it quick and easy for spammers
to hide their identities and provides spammers with the flexibility to frequently
change their locations and/or Internet service providers—complicating the effort
to filter spam based on the IP addresses of sender mail servers, such as using
various real-time blacklists (RBLs) [17]. We argue that in order to hold spammers
accountable and to make RBLs more effective, the email architecture must force

spammers to stay online for longer periods of time.



1.2 Contributions of this Paper

Based on these observations we propose a Differentiated Mail Transfer Protocol
(DMTP) as a countermeasure to the spam problem. A key feature of DMTP is
that it grants receivers greater control over the message delivery mechanism. In
DMTP, a receiver can classify senders into different classes and treat the delivery
of messages from each class differently. For example, although regular contacts
of a receiver can directly send messages to the receiver, unknown senders need to
store messages in the senders’ own mail servers. Such messages are only retrieved
by the receiver if and when she wishes to do so.

DMTP provides us with several important advantages in controlling spam: 1)
the delivery rate of spam is determined by the spam retrieval behavior of receivers
instead of being controlled by spammers; 2) spammers are forced to stay online
for longer periods of time (because the sending rate of spam is regulated by the
spam retrieval rate of receivers), which can significantly improve the performance
of RBLs; 3) regular correspondents of a receiver do not need to make any extra
effort to communicate with the receiver—correspondence from regular contacts
is handled in the same manner as in the current SMTP-based email system; 4)
DMTP can be easily deployed on the Internet incrementally.

In this paper we present the design of DMTP and formally model its effec-
tiveness in controlling spam. Through numerical analyses we show that DMTP
can significantly reduce the maximum revenue that a spammer can obtain. In
addition, a spammer has to stay online for a much longer period of time in order
to obtain the maximum revenue.

The remainder of the paper is organized as follows. In Section 2 we re-examine
two common traffic delivery models on the Internet: sender push vs. receiver pull,
and discuss their implications on controlling spam. In Section 3 we present the
design of DMTP, which employs a variant of the receiver-pull model. We formally
model the effectiveness of DMTP in controlling spam and perform numerical
analyses in Section 4. In Section 5 we discuss practical deployment issues of
DMTP on the Internet. After describing related work in Section 6, we conclude
the paper and outline our ongoing work in Section 7.

2 Push vs. Pull: Implications of Protocol Design Choice

Asynchronous messages like email are delivered on the Internet primarily us-
ing two different models: sender-push and receiver-pull (or a combination of the
two) [5]. In this section we discuss the implications of the two models on control-
ling unwanted traffic on the Internet and illustrate that the receiver-pull model
has several important advantages in discouraging unwanted Internet traffic such
as email spam. In light of these advantages, in the next section we develop a new
email delivery protocol based on the receiver-pull model.

The two models differ in who initiates the message delivery process. In the
sender-push model, senders control the delivery of traffic, and receivers passively
accept whatever the senders push to them. The current SMTP-based email de-
livery system is a typical example of this model. In contrast, the receiver-pull
model grants receivers the control over if and when they want to retrieve data
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Fig. 1. Illustration of DTMP-based email system.

Table 1. News commands/reply code defined in DMTP.

Commands/Replies Explanation
MSID For SMTA to inform RMTA the msid of a message
GTML For RMTA to retrieve a message from SMTA
253 For RMTA to inform SMTA to send msid (MSID) instead of messages (DATA)

from the senders. In this model, senders can only prepare the data but they
cannot push the data to receivers. Examples of the receiver-pull model include
the HTTP-based web access services and the FTP-based file transfers.

While both simple and convenient, the sender-push model has a big disad-
vantage in controlling unwanted Internet traffic: in this model it is senders who
completely control what messages are delivered and when the messages are de-
livered. Receivers do not have the knowledge of either what messages they will
receive or when the messages will be received. Receivers have to receive the en-
tire messages before processing or discarding the messages. Moreover, senders
can vanish immediately after the messages are pushed out.

By contrast, the receiver-pull model comes with several appealing advantages
because it grants receivers greater control over the message delivery mechanism.
It takes advantage of the fact that receivers have more reliable knowledge of
what traffic they want to receive. In this model, receivers have the freedom to
first determine the reputation of the senders (and their own level of interest in
the contents) before they actually request the content. Moreover, it becomes the
responsibility of senders to store and manage the messages till the receivers are
ready to retrieve the messages. This forces malicious senders to stay online and
reveal their identities for larger windows of time.

A reasonable concern with the receiver-pull model is that it may increase the
cost of sending messages for malicious as well as legitimate senders. We show
in the next section that, using simple design optimizations, we can easily lower
the sending cost for legitimate senders while still retaining the benefits of the
receiver-pull model. In summary, although the receiver-pull model may result in
slightly greater protocol complexity, it can greatly help to simplify the control of
unwanted traffic such as spam on the Internet, and should be considered early
in the design phase of any communication system.

3 DMTP: A Differentiated Mail Transfer Protocol

DMTP is designed based on a variant of the receiver-pull model, where senders
are allowed to first express an intent to send message to a receiver via a small



intention message. If the receiver happens to be interested, she contacts the
sender and retrieves the content message. Figure 1 illustrates the architecture
of the new email delivery system. The new system extends the current SMTP
protocol [13] by adding just two new commands–MSID and GTML, and one new
reply code–253 (see Table 1). All the commands and reply codes in SMTP are
also supported in the new system. We will explain the new commands and reply
code in the following.

3.1 Differentiating Message Delivery

As discussed in the last section the receiver-pull model increases the cost of
sending messages for both malicious and legitimate senders. To address this issue
DMTP is designed to support a hybrid email delivery system where both the
sender-push and receiver-pull models can be employed. Specifically, each receiver
can classify email senders into three disjoint classes and treat the delivery of
messages from each of them differently: 1) well-known spammers, whose messages
will be directly rejected; 2) regular contacts, whose messages can be directly
pushed from the senders to the receiver using the current SMTP protocol; and 3)
unclassified senders–senders that are neither well-known spammers nor regular
contacts. Unlike regular contacts, unclassified senders cannot directly push a
message in its entirety to the receiver. Such messages need to be stored and
managed by the senders’ mail servers, and only the envelopes of the messages
can be directly delivered to the receiver as notifications of pending messages.

Senders can be defined at the granularity of email addresses as well as IP
addresses (and domain names) of sender mail servers. Given that it is easy to fake
email addresses in the current Internet, we envision that sender classification will
be performed at the granularity of IP addresses when DMTP is first deployed.

Fig. 2 summarizes the algorithm of handling message delivery requests at
a DMTP receiver. In the figure we have assumed that the sender classification
is only supported at the IP addresses (and domain names) level. Sender clas-
sification defined at the email address level can be easily incorporated into the
algorithm. In the rest of this section we focus on the handling of messages from
unclassified senders. The handling of messages from well-know spammers and
regular contacts is the same as in the current practice [13, 17], and we omit the
description.

3.2 Unclassified Sender: Message Composition and Receiver

Notification

Like in the current email system, an (unclassified) sender uses a Mail User Agent
(MUA) to compose outgoing messages [13]. After a message is composed by
the sender, the sender delivers the message to the sender Mail Transfer Agent
(MTA). For simplicity, we refer to a sender MTA server as an SMTA, and a
receiver MTA server as an RMTA.

All the outgoing messages of unclassified senders are stored at the SMTAs.
For this purpose, an SMTA maintains an outgoing message folder for each sender.
Instead of a complete message being directly pushed from the SMTA to the
RMTA, only the envelope of the message is delivered. In particular, the SMTA



Require: SPC: well-known spammer class;
Require: RCC: regular contact class;
1: Receiving TCP session open request on port 25;
2: ip = Get IP address of sender mail server;
3: if (ip ∈ SPC) then

4: /* well-known spammers */
5: reply with 550 (to decline TCP session opening request);
6: close TCP session;
7: else if (ip ∈ RCC) then

8: /* regular contacts */
9: reply with 220 (to accept TCP session opening request);
10: proceed as if SMTP used;
11: else

12: /* unclassified senders */
13: reply with 253 (see Table 1);
14: accept MSID command;
15: reject DATA command;
16: end if

Fig. 2. Algorithm for receivers to handle message delivery requests in DMTP.

notifies the RMTA about the pending message via the new message identifier

command MSID (see Table 1), which contains the unique identifier msid of the
message. The msid is used by the receiver to retrieve the corresponding message.3

The identifier of a message is generated based on the sender, the receiver, and
the message.

3.3 Receiver: Pulling Messages from Unclassified Senders

The new email delivery system grants greater control to receivers regarding if
and when receivers want to read messages; senders cannot arbitrarily push mes-
sages to them. Receivers can be discriminate about which messages need to be
retrieved, and which ones need not. If a receiver indeed wants to read a message,
she will inform her own RMTA, and the RMTA will retrieve the message from
the SMTA on behalf of the receiver. An RMTA retrieves an email message using
the new get mail command GTML (see Table 1), which includes the identifier msid

of the message to be retrieved. After the message has been pulled to the RMTA,
conventional virus/worm scanning tools and content-based spam filters can be
applied to further alert the receiver about potential virus or spam. Therefore, the
new email system does not exclude the use of existing email protection schemes.
For security reasons, when an SMTA receives the GTML command, it needs to
verify that the corresponding message is for the corresponding email receiver,
and the requesting MTA is the mail server responsible for the receiver.

3.4 Minimizing the Impact of Intent Messages

It is conceivable that before the majority of spammers are squeezed out of busi-
ness, a large number of small intent messages may be delivered to Internet email
users when DMTP is first deployed on the Internet. A legitimate concern is that

3 Note the fundamental difference between message pull in the new email system and
URL embedded in many current spam messages. The address in the URL is normally
not related to the sending machine of the message. In contrast, outgoing messages
in the new email system have to be stored on the sender mail servers.



Table 2. Notations used in the spammer revenue model.

Notation Explanation Setting
N Number of email addresses maintained by spammer 10M
x Number of machines used by spammer 62
k Sending speed of a machine (messages/unit time) 100K
y Cost paid by spammer per machine per unit time 0.1
g Gains of spammer for each message delivered 0.005
p Probability that a receiver reports a spamming machine 0.001
q Number of reports required for RBL to blacklist a machine 50
r Mean spam retrieval rate of receivers (retrievals/unit time) 2500

email users may be overwhelmed by the number of small intent messages. This
problem can be alleviated by, e.g., quarantining intent messages: RMTA will
only deliver messages from regular contacts to receivers immediately; all the in-
tent messages from unclassified senders will be first quarantined at the RMTA
and only delivered to the receivers periodically in a single message that contains
the list of intent messages received. The interval over which the RMTA delivers
the list of intent messages to a receiver can be configured by the receiver. A
similar idea has been supported in commercial products and employed in real-
world systems to handle spam messages [18, 11]. As more spammers run out of
business because of the increased adoption of DMTP, intent messages related to
spamming will decrease and be less of a concern. (Rather, they will be used for
legitimate reasons for first-time correspondents to communicate.)

4 Performance Modeling and Numerical Studies

In this section we first develop a simple mathematical model to investigate the
revenue that a spammer can gather by spamming a message to a set of Internet
users. Based on this model, we then perform numerical experiments to study
the effectiveness of DMTP in controlling spam, and how the behaviors of both
spammers and receivers affect the spammers’ revenue.

4.1 A Simple Model of Spammer Revenue

Table 2 summarizes the notations used in this section. Consider a spammer s.
We assume that s maintains a set of N email addresses to which spam emails
can be sent. In this model we establish the expected revenue the spammer can
gather by sending a single message to the N email addresses. We assume the
spammer owns or rents x machines, each with a unique IP address, to send spam.
On average, each machine is capable of sending k messages per unit time. This
sending rate is only constrained by the processing power and Internet access
speed of the machines. The spamming task is equally partitioned over the x
machines, that is, each machine needs to send the message to N/x receivers.
For each machine, the spammer needs to pay y units of cost for each unit of
time, e.g., for Internet access or renting machines from hackers or time spent
in recruiting zombies. In return, the spammer obtains g units of gain for each
message delivered.

For simplicity, we assume there is a central real-time blacklist of well-known
spammers, which is used by all receivers. Sender classification is defined at the



granularity of IP addresses. Before the spammer starts spamming, we assume
that none of the x machines managed by the spammer is listed by the central
RBL. Instead, they are in the unclassified-sender class of all N receivers. We
assume that intent messages are directly delivered to end users instead of first
being quarantined at the RMTAs. When a receiver retrieves a message from the
spammer, it will report the IP address of the corresponding SMTA to the central
RBL with a probability of p. Furthermore, the central RBL requires at least q
reports of a spamming machine before adding the corresponding IP address into
its blacklist. After an IP address is added to the blacklist, the spammer can no
longer send messages from the corresponding SMTA. To simplify, we assume that
the spammer has the precise knowledge of the time when an SMTA is blacklisted
and will disconnect the machine to minimize its own cost.

We assume the arrivals of spam retrievals from receivers follow a Poisson
distribution, with a mean arrival (i.e., retrieval) rate r retrievals per unit time.
Given that the list of email addresses maintained by a spammer is in general
large, we assume the spam retrieval rate r is a constant over time. Below we
derive the expected revenue U(t) of the spammer at time t, assuming the time
for the spammer to start spamming the message to the N receivers is zero.

Let R(t) denote the expected number of receivers who have retrieved the mes-
sage at time t. It is not too hard to see that R(t) = min{rt, xq/p}. Let f(t) denote
the expected number of messages delivered by the spammer at time t (across
all x machines), we have f(t) = min{N, xkt, R(t)}. Consequently, the expected
income of the spammer at time t is gf(t). On average, it takes N/r units of time
for the spammers to deliver the message to all receivers, and it takes (q/p)/(r/x)
units of time for the central RBL to blacklist an SMTA (assuming r � k and all x
machines are accessed with the same probability). Therefore, the total expected
cost c(t) paid by the spammer at time t is c(t) = xy min{t, N/r, (q/p)/(r/x)}.
Hence, in the DMTP-based email system the total expected revenue of the spam-
mer at time t is

UDMT P (t) = gf(t) − c(t) = g min{N, xkt, R(t)} − xy min{t, N/r, (q/p)/(r/x)}. (1)

We can similarly derive the total expected revenue of the spammer at time t in
the current SMTP-based email system, which is given below

USMTP (t) = g min{N, xkt} − xy min{t, (N/x)/k}. (2)

In the above equation, we have assumed that k is large enough that the spammer
can finish sending the message to all receivers before the SMTAs are blacklisted.

Comparing Eq. (1) and Eq. (2), we see that while the revenue of the spammer
is largely determined by the sending speed of its SMTAs in the current SMTP-
based email system, in the DMTP-based email system its ability to spam is
greatly constrained by the message retrieval behavior of the receivers. The slower
the receivers are in retrieving the message, the longer the spammer needs to stay
online; the higher the probability is for receivers to report spamming SMTAs to
the central RBL, the earlier the spamming SMTAs are blacklisted.

4.2 Numerical Studies
In this section we perform numerical experiments to study the effectiveness of
the proposed DMTP protocol in controlling spam using the model developed



0 500 1000 1500 2000 2500 30000

1

2

3

4

5

6 x 104

Time

Re
ve

nu
e 

of
 th

e 
sp

am
m

er

Without DMTP
With DMTP

Fig. 3. Expected spammer revenue.

0 50 100 150 2000

1000

2000

3000

4000

5000

6000

7000

8000

Number of SMTAs employed by spammer

M
ax

im
um

 re
ve

nu
e 

of
 s

pa
m

m
er

k = 50K
k = 100K

Fig. 4. Impact of number of SMTAs.

in the last subsection. We also investigate how the behaviors of both spammers
and receivers affect the spammers’ revenue. Table 2 (third column) presents the
parameter values we used in the numerical studies, unless otherwise stated.

First, we study how the proposed DMTP protocol helps to reduce the max-
imum revenue of a spammer and forces the spammer to stay online to improve
the performance of RBLs. Fig. 3 shows the revenues of the spammer as time
evolves in both the current SMTP-based email system (curved marked as With-

out DMTP) and the proposed DMTP-based email system. From the figure we
see that, in the current email system, the spammer can gather the maximum rev-
enue (49990) within 2 units of time. This means that the spammer can quickly
push out the message to all the receivers and then vanish, long before any RBLs
can identify it. In contrast, in the DMTP-based email system, the maximum
revenue is 7812 units, only about 16% of the spammer maximum revenue in the
current email system. Moreover, in order for the spammer to gather the maxi-
mum revenue, the spammer has to stay online for a much longer time window
(1240 units of time). This can significantly improve the performance of RBLs.
Note also that the revenue will not decrease once it reaches the maximum val-
ues. This is because a spammer disconnects an SMTA to minimize the cost once
the SMTA has finished sending the message to all receivers in SMTP or it is
blacklisted in DMTP.

Next, we investigate the impact of the number of SMTAs employed by a
spammer on the maximum spammer revenue in the DMTP-based email system.
Fig. 4 shows the maximum spammer revenue as a function of the number of
SMTAs employed by the spammer for k = 50K and 100K, respectively. Note
first that increasing the sending speed of spam from k = 50K to 100K will not
result in a higher maximum spammer revenue. Indeed, after the spam sending
speed exceeds the spam retrieval rate of receivers, it will not affect the maximum
spammer revenue. Now let us examine how the number of SMTAs employed by
a spammer will affect the maximum spammer revenue. As we can see that the
spammer has some initial gains by increasing the number of SMTAs (when the
number is less than 62). This is because as the number of SMTAs increases, it



takes a longer time for all the SMTAs to be blacklisted by the central RBL,
and the message can be retrieved by more receivers. Fortunately, the spammer
cannot indefinitely increase the number of SMTAs to evade RBLs. When the
spammer employs more than 62 SMTAs, the maximum revenue actually starts
to drop, as the income of delivering the message to new receivers can no longer
recompense the cost to deploy the new SMTAs.
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In the last set of numerical experiments,
we study the effects of the spam retrieval
rate of receivers on the maximum spammer
revenue. Fig. 5 depicts the maximum spam-
mer revenue as a function of the spam re-
trieval rate of receivers for number of SM-
TAs x = 100, 200, 400, respectively. As we
can see from the figure, the maximum spam-
mer revenue decreases as the receivers reduce
their retrieval rate of messages from the un-
classified SMTAs for all three cases. More-
over, when the retrieval rate is sufficiently
low (for example, less than 2000 retrievals
per unit time when x = 100), the spammer
cannot gather any revenue from spamming. More importantly, when a spammer
recruits more SMTAs to send spam, it requires a larger threshold of spam re-
trieval rates for the spammer to gather any revenue (for example, 4000 when
x = 200, compared to 2000 when x = 100). This again demonstrates that spam-
mers cannot gather more revenue by indefinitely recruiting more SMTAs. As
more spammers run out of business because of the increased adoption of DMTP,
the email spam problem will be effectively controlled on the Internet.

5 Implementation and Deployment Issues

In this section we briefly discuss several implementation and deployment issues
related to DMTP. We refer interested readers to [4, 6] for details.

Incremental deployment: DMTP can be easily deployed on the Internet
incrementally. The basic idea is to combine DMTP with a sender-discouragement
scheme (such as asking senders to solve a puzzle). However, unlike existing
sender-discouragement schemes, we only require senders in the unclassified-
sender class to make the extra effort in sending a message.

Security of message retrieval: A potential concern with the receiver-
pull model is security. However as we discuss below, the potential security issue
arising from this model is no worse than the current SMTP model. First, impor-
tant messages are normally communicated amongst regular contacts, which are
handled in DMTP in the same way as in the current email system. Secondly, in-
dividual users cannot retrieve messages from a remote SMTA directly, they rely
on their corresponding RMTAs to retrieve messages (from unclassified senders).
Lastly, msids are generated randomly based on the messages (and senders and
receivers); they cannot be easily guessed.



Mail forwarding and user-perceived system performance: DMTP
does not support open relay mail servers, most of which are blacklisted even to-
day [17]. An organization may deploy multiple mail servers for relaying inbound
and outbound mails. Such mail relay servers can be adequately supported by
DMTP. We refer the interested readers to [6]. In principle, a message from an
unclassified sender is fetched directly from the sender’s mail server by the re-
ceiver’s mail server (or the border mail relay server) in DMTP. Given the ever-
increasing network speeds, we do not expect any degradation of user-perceived
email reading experience, although some messages–the ones from unclassified
senders–need to be retrieved from a remote mail server. We plan to formally
study this issue in our future work.

Impact of misbehaved senders on sender mail servers: When sender
classification is only supported at the granularity of IP addresses, a single mis-
behaved sender may destroy the reputation of the sender’s corresponding mail
server by sending out a large number of spam messages. Fortunately, public mail
servers normally establish certain mechanisms to prevent their users from spam-
ing, for example, by imposing a quota on the number of messages a user can send
everyday. In general, it is hard for spammers to send spam messages through
public mail servers. We will further investigate this problem in our future work.

6 Related Work

The most widely deployed anti-spam solutions today are reactive content filters
that scan the contents of the message at the receiver’s MTA after the message has
been delivered. However, none of them can achieve 100% accuracy, and spam-
mers quickly adapt to counter the strategies used by these filters. In addition,
content filtering will no longer serve as long-term viable solution once email mes-
sages begin to be encrypted using receivers’ public keys [16]. Instead, we have
advocated fundamental changes in protocol-level design to a pull-based model.

Like DMTP, FairUCE [2] also advocates the usage of sender classifiers. How-
ever, it is still a push-based model in which network reputation, along with
receiver defined whitelist and blacklist, is used to determine whether to accept
a message. IM2000 [1] also advocates a pull-based model like DMTP. However,
unlike DMTP, all outgoing messages need to be stored at sender MTAs and
receivers need to retrieve all the messages remotely, regardless of where the
messages come from. In addition, IM2000 is not incrementally deployable and
requires massive infrastructure changes. Li et al proposed a method to slow down
spam delivery by damping the corresponding TCP sessions [15]. However, the
long-term impact of modifying the behavior of TCP for a specific application is
not clear, and spammers may respond by changing sender MTA’s TCP behavior.
In the Greylisting [10] approach, a message from a new sender is temporarily
rejected upon the first delivery attempt, the underlying assumption being that
spammers will not re-send a message whereas regular MTAs will. However, it is
only a matter of time before spammers adapt to this technique by re-sending
their message. Sender authentication schemes such as [3, 14] can help improve
the accountability of email senders. However, they cannot control the delivery
of spam by themselves.



7 Conclusion and Ongoing Work

In this paper we examined the architectural aspects of the current email system
that are responsible for the proliferation of spam, and proposed a Differentiated
Mail Transfer Protocol to control spam. In addition, we also developed a for-
mal model to study the performance of DMTP. Through numerical experiments
we demonstrated that DMTP can significantly reduce the maximum spammer
revenue. Moreover, it also forces spammers to stay online for longer periods of
time, which helps improve the performance of real-time blacklists of spammers.
Currently we are developing a prototype of DMTP. We plan to further investi-
gate the performance and other potential design issues of DMTP based on the
prototype and simulations.
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